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Why is password safety so
important?

Password safety is important because it keeps
both our information and our clients' safe. If our
or our clients' information were to get into the
wrong hands, they could gain access to any of

information, including bank accounts. Not only
that, us as graphic designers could face significant
fines for not keeping our client's data safe. Under

GDPR, fines of up to 20 million euros or 4% of
annual turnover can be given for a data breach

(whichever is higher) (Tessian, 2022). 

How do we keep our client's data safe?

Password encryption: By encrypting passwords, this ensures that the
password is unreadable to anyone without the encryption key. This
means that if a hacker were to gain access to the password management
tool they would not be able to actually read the passwords.

Limit access: Only allow those who absolutely need access to have
sensitive information such as passwords.

Don't access on a public computer: Don't use client's passwords on a
public computer to limit the risk of others accessing it.

Don't write down sensitive information: This could be risky in case it
gets left somewhere and people access it who shouldn't.

Ask the client to regularly change their passwords: If the passwords are
regularly changed to something random with a range of characters,
capital letters and numbers, hackers are less likely to gain access.

Consider using multifactor authentication: For example having a
password to enter and also using an authenticator or verifying via a
mobile number or email.

Treat your password like
your toothbrush. Don't let

anybody else use it, and get a
new one every six months.

Clifford Stoll

(Compouterworld, 1991)



The plugin Wordfence, available on Wordpress  identifies and blocks malicious
traffic before it able to hack into your data. This plugin has been developed

exclusively fo Wordpress and has 24/7 support available. See instructions below
on how to download the plug in.

First open WordPress admin page (Your blog website
with wp-admin at the end) and look for the plugin
option on the sidebar at the left. When you hover

over it, you will see the option 'add new'. Select this.

You will then be taken to an app store
type page. You then need to type

wordfence into the search box in the
top left corner. As you type the results
will update automatically without you
pressing enter. Then, click Wordfence.



Following clicking on Wordfence,
you will get a pop up with a button

in the left corner saying install.
Click this.



After clicking install it will take
you back to the previous page.
After installation a button will

appear with the words activate.
Click this.

After following these steps, you will be taken to your plug in
page and Wordfence will be listed as an installed plugin.



Data backup is extremely important because if something were to happen that
caused you to lose your work, without backup there would be no way of obtaining

that work back. The following is steps taken to install Updraft, a plugin used to
backup WordPress data.

Like with the previous walkthrough, go to add new, under plugins.
Search Updraft in the search box and click on Updraft.

Click on intall in the bottom right corner
when it pops up and once installed click on

activate.



Once activated and you're taken back to the list of plugins, click on the settings
button underneath Updraft.

Then select 'settings' from the navigation bar
in Updraft. Then, select Google drive and
scroll down to the bottom and select save

changes.

You now need to log in to Google Drive so the plugin has somewhere to store your
data. Select 'Sign in with Google'.



Enter your email address
and password for Google,

and click next.

Updraft will then ask your permission to
access your Google account. Select

'allow'.

You will then be taken back to the main
screen. Select 'Backup Now' to backup
your data to your Google drive. Ensure

you backup regularly to ensure your
data is kept safe and accessible.



Encryption is the process of taking sensitive information (such as passwords or sensitive
data) and scrambling it so it cannot be read, only to be unscrambled when only you attempt to

access it. One provider for this service is Boxcryptor. Boxcryptor uses two factor
identification to ensure only you are accessing your files and was developed with the cloud in
mind, allowing you to give access to multiple people should it be required (Boxcryptor, N.D)

Go to the Boxcryptor website and click on 'create account' in top right corner.

Enter your details and
click 'proceed'.

Tick the check box after
reading the statement and

click 'create account'.

Click to stay with the
free plan.



Click to download Boxcryptor and make your way through the setup wizard until it's
downloaded. You can then add your files for the program to encrypt and keep safe.



Elementor is the leading website builder, compatible with
WordPress. It can help users create impressive websites

quickly.

First go to WordPress and click on 'Plugins'. 

Then click on 'Add new'.



Type 'Elementor' into this search box.

Once the search results have loaded, click on the install and
then the activate button for this plugin.

Elementor is now installed and activated and can be used to edit WordPress pages and
posts.
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