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Why is password safely so

important?

Password safety is important because it keeps
both our information and our clients' safe. If our
or our clients' information were to get into the
wrong hands, they could gain access to any of
information, including bank accounts. Not only
that, us as graphic designers could face significant
fines for not keeping our client's data safe. Under
GDPR, fines of up to 20 million euros or 4% of

annual turnover can be given for a data breach

(whichever is higher) (Tessian, 2022).

Treat your password like

your toothbrush. Don't let
anybody else use it, and get a

new one every six months.

Clifford Stoll

(Compouterworld, 1991)

How do we keep our client's data safe?

Password encryption: By encrypting passwords, this ensures that the
password is unreadable to anyone without the encryption key. This
means that if a hacker were to gain access to the password management

tool they would not be able to actually read the passwords.

Limit access: Only allow those who absolutely need access to have
sensitive information such as passwords.

Don't access on a public computer: Don't use client's passwords on a
public computer to limit the risk of others accessing it.

Don't write down sensitive information: This could be risky in case it
gets left somewhere and people access it who shouldn't.

AsK the client to regularly change their passwords: If the passwords are

regularly changed to something random with a range of characters,
capilal letters and numbers, hackers are less likely to gain access.

Consider using multifactor authentication: For example having a

password to enter and also using an authenticator or verifying via a

mobile number or email.




The plugin Wordfence, available on Wordpress identifies and blocks malicious
traffic before it able to hack into your data. This plugin has been developed
exclusively fo Wordpress and has 24/7 support available. See instructions below

on how to download the plug in.

+ New UpdraftPius
Dashboard

'@ Lowe using Elementor?
Bocoime b SUpe tributod by

S Welcome to WordPress!

Learn mare about the 6.0.2 version

Updates (@ @ Love using Elementor?

ools
Author rich content wi hlocks and Start € T
B Settings Author rich content with blocks and e Start C zing e

#* Posts
0y Media
|! Pages

B Comments

@ Elementor

& Templates

# Appearance
‘- Plugins

; Users

First open WordPress admin page (Your blog website . ...

Author rich ¢

with wp-admin at the end) and look for the plugin e - patterns
option on the sidebar at the left. When you hover Wordfence @ :
© collapse menu

over it, you will see the option 'add new'. Select this.

Elementor Overview

You will then be taken to an app store
type page. You then need to type
wordfence into the search box in the
top left corner. As you type the results

will update automatically without you
pressing enter. Then, click Wordfence.



MMWordfence

SECURING YOUR WORDPRESS INVESTMI
Wordfence Security — Firewall & Malware

THE MOST POPULAR WORDPRESS FIREWALL &
SECURITY SCAMNMNER

Woardfence includes an endpoint firewall and malware scanner that were
built from the ground up to pro WordPress. Qur Threat Defense Feed

ules. malware signatures and

Active Installations: 4+ M

psite safe. Rounded out
5 2 most

comprehensive WordPress security solution available,

WORDPRESS FIREWALL

* Web Application Firewall identifies and blocks malicious traffic, Built
and maintained by a large team focused 100% on WordPress
security.

* [Premium] Real-time firewall rule and malware signature updates via
the Threat Defense Feed (free version is delayed by 30 days).

* [Premium] Real-time IP Blacklist blocks all requests from the most
malicious IPs, protecting your site while reducing load.

* Protects your site at the endpoint, enabling deep integration with

)\' Appearance
£ Plugins

Installed Phgins

Compatible up to: 6.0.2

Requires PHP Version: 5.3 or higher

Wordfence Security —
Firewall & Malware Scan

i

Secure yvour website with the most
1 LA sec

Wordfence) Puon Fiawal mitacs scan, Hocking
Ve tratmc e It e

Last Updated: 7 days ago

v Compatible with your version of WordPress

Requires WordPress Version: 3.9 or

Following clicking on Wordfence,
you will get a pop up with a button
in the left corner saying install.
Click this.

After clicking install it will take
you back to the previous page.
After installation a button will
appear with the words activate.

Click this.

After following these steps, you will be taken to your plug in
page and Wordfence will be listed as an installed plugin.




Data backup is extremely important because if something were to happen that
caused you to lose your work, without backup there would be no way of obtaining
that work back. The following is steps taken to install Updraft, a plugin used to
backup WordPress data.

Updraft

. :I :
1]

Like with the previous walkthrough, go to add new, under plugins.
Search Updraft in the search box and click on Updralft.

Click on intall in the bottom right corner
when it pops up and once installed click on
activate.

UpdraftPlus WordPress
Backup Plugin




Akisret Anti-Spam Lk oms, Akigr Sibly the b e world to pratect your blog from spam. It keeps your site protected even while you sleep. To get started: activate the Akismet plugin and

Elementor The Elemantor Website Builder has it all: drag and drop page builder, pixel perfect design, mobile responsive editing, and more. Get started now!
1| Go Pro Version 3.7.8 | By Elementor.com | View details | Docs & FAGs

Header Footer Code Manager

Helle Dolly This is not just a plugin, it symk the hope and enthusiasm of an entire generation sume

upper right of your admin screen on every page

UpdraftPlus - JarTRestore N\ ackup and restone: t

Wersion 1.22.23 | By UpdraftPlus.Com, Davidanderson | View details

Wordfence Security

Upgrade To Premium | Deactivate

Plugin

Once activated and you're taken back to the list of plugins, click on the settings
button underneath Updralft.

J5.L0m | Premium | New:

Backup / Restore Migrate [f
$3-Compatible (Generic)

Next scheduled backups:
g Dropbox == Microscft Azure Openstack (Swift)

Files: Database: _ _
Mothing currently scheduled Mothing currently scheduled Amazon 53 | SFTP / SCP DreamObjects

Tue, October 11, 2022 14:57 f i , Google Cloud

& Backblaze

DA webDAV

UpdraftPlus Blog - get up-to-date news and offers LT T Lo R R R T T T P T T

Then select 'settings' from the navigation bar

R in Updraft. Then, select Goog]e drive and

scroll down to the bottom and select save
changes.

onnect this site to UpdraftCentral Cloud

Google Drive Folder: UpdraftPlus

To be able to set a custom folder name, u

Authenticate with Google: (You appear to be already authenticated, though you can authenticate again to refresh your access if

you've had a problem). Fellow this link to remove these settings for Goeogle Drive

To de-authorize UpdraftPlus (all sites) from accessing your Google Drive, follow this link to your Google

account settings.

Account holder's name: Abbie Strickson.
After you have saved your settings (by clicking 'Save Changes' below), then come back here and follow
this link to complete authentication with Google Drive.

{ sign in with Google

You now need to log in to Google Drive so the plugin has somewhere to store your
data. Select 'Sign in with Google'.




Enter your email address
and password for Google,

Sign in o Wel::ome N and click next.

|
D Show

1o continue to UpdraftPlus

= X 23

G Sign in with Go

Updraft will then ask your permission to
access your Google account. Select

allow’. UpdraftPlus wants to access your

Google Account

o abbiestricksonuni@gmail.com
is will allow UpdraftPlus to:

&, See and download all your Google Drive files

&, See edit, create and delete only the specific
so0gle Drive files that you use with this app

Make sure that you trust UpdraftPlus

You may be sharing itive info with this si

5 in your Go

Learn how Google helps you share data safely.

You will then be taken back to the main
screen. Select 'Backup Now' to backup
your data to your Google drive. Ensure
you backup regularly to ensure your
data is kept safe and accessible.

See UpdraftPlus’s privacy policy and Terms of Service.




Encryption is the process of taking sensitive information (such as passwords or sensitive
data) and scrambling it so it cannot be read, only to be unscrambled when only you attempt to
access it. One provider for this service is Boxcryptor. Boxcryptor uses two factor
identification to ensure only you are accessing your files and was developed with the cloud in
mind, allowing you to give access to multiple people should it be required (Boxcryptor, N.D)

.q Product ~ Industries ~ Pricing Download Blog Sign It Create Account

For private use: protect your private data in the cloud with our free or personal plan. For freelancers and solo workers:
Boxcryptor business keeps your sensitive data safe.

Individual Licenses

@ 1 year

Business Personal

£ per month, billed annually pear manth, billed annually
L ] W - Sarve 200 with a 3-year subseription

« Unlimited number of cloud providers

~  Unlimited nurmber of devices

CREATE ACCOUNT .
Choose your license

o Insert Infarmation Password Information

Personal

Business

- 6It ally

CREATE ACCOUNT
N

Sign in here

Enter your details and Tld.( the check box after Click to stay with the
ik’ : reading the statement and " l
click ‘proceed’. click 'create account'. ree plan.



your device. If you want to learn about best practices explore

our help pages.

For Windows T\

Download for another platform

Boxcryptor_v2.53.2

o e ] e W0

I.%] Boxcryptor Setup

Welcome to the Boxcryptor Setup Wizard

The Setup Wizard will install Boxcryptor on your computer.
Clidk Mext to continue or Cancel to exit the Setup Wizard.

Click to download Boxcryptor and make your way through the setup wizard until it's
downloaded. You can then add your files for the program to encrypt and keep safe.



Elementor is the leading website builder, compatible with
WordPress. It can help users create impressive websites
quickly.

o
“ & @ carmicha

W @ carmichaela 2021 hulldesign.co.uk 4+ New UpdraftPlus
® Bashibosrd Dashboard

Hoeme

Updates (2

A Posts

B4 Media Important Information!
B Pages

B Comments @

7 Appearance

44 Plugins Upgrade to Pro

& Tools Thank you for installing UpdraftPlus!

Settings

(=) HFCM
Wordfence §

O
draft

] ] o & did '3 L
P = Borchg ~@Bd AL ey B

et 1 # O o O m e @ oM

First go to WordPress and click on 'Plugins'.

'!T': i carmichaela 2021 hulldesign.couk 52 2 55 1 <4 New UpdraftPlus

& Dashboard

A Posts g

2 s

B Pages

¥ Comments @ Important Information!

M Appearance

£ Plugins | | U

yrade to th
Installed Plugins
Add New ® Ren

File Editor

Plug
o Users
& Tools

Settings

() HFCM
Waordfence @
[« I
Header Footer Code Manager

-~ | ] T ®orcrg ~@mOda b,

Then c_lick on 'Add new'.




Type 'Elementor’ into this search box.

¥ Compatible with your version ¢

17:24

g 0°C Fog ~ & O d) z 1211212022 B

Elementor Website Builder

The Elementor Website Builder has it all: dra
n, mobile resp

tarted now!

Last Updated: 6

5+ Million Active Installations v Compatible with yo

Once the search results have loaded, click on the install and
then the activate button for this plugin.

Add title

»orcrg ~om O o

Elementor is now installed and activated and can be used to edit WordPress pages and
posts.
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